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Context: TIPPSS to Improve Trust, Identity, Privacy, Protection,
Safety and Security for Cyberphysical Systems

The challenge: Providing end to end trust and security for cyber-physical and operational
technology (OT) systems, from clinical systems to research infrastructure and energy grid.

The standard: An IEEE effort was begun in 2016 to tackle that challenge, resulting in the
publication of the first IEEE/UL TIPPSS standard (IEEE/UL 2933™-2024) and the awarding
of the 2024 IEEE Standards Association Emerging Technology Award to the working group.

The goal of the TIPPSS standard: Improve Trust, ldentity, Privacy, Protection, Safety and
Security (TIPPSS) for cyber-physical systems, starting with Clinical Internet of Things and
expanding to research infrastructure, distributed energy grid resources, and more.

TIPPSS is envisioned to be a family of standards.
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Education & Data Literacy

Northeast Big Data Innovation Hub

The NEBDHub is a Community convener, collaboration hub, and catalyst
for data science awareness, education and innovation.

The Hub Community includes 27,263 individuals at 2,733+ academic,
industry, nonprofit & government institutions as of 30 September 2025.
The Hub’s following four focus areas guide our work:

Urban to Rural Communities Responsible Data Science

Security, Privacy & Ethics

National Student Data Corps COVID Information

Commons (CIC)

TIPPSS Initiative - Trust,
Identity, Privacy, Protection,
Safety, Security

—_—-

Transportation Data Science
Project (TDSP),
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End-to-end trust and security for loT was discussed at the Cisco
loT World Forum Steering Committee in 2015

2015 Cisco loT World Forum Steering Committee 2016 Internet of Things Expo 2016 (loTX), Dubai



IEEE Trust & Security workshop for the Internet of Things
brought the community together around TIPPSS in 2016

IEEE 2016 Trust & Security Workshop for lIoT in Washington, DC
included presentations by leaders in academia, industry, non-profits,
technical organizations, consortiums, and government.

Participants included: IEEE, US National Science Foundation,
Department of Energy (DOE), Pacific Northwest National Lab (PNNL),
National Renewable Energy Research Lab (NREL), MITRE, The
Internet Society, 14 Universities, The Aerospace Corporation,
Kaspersky, Industrial Internet Consortium, Internet2.

The focus of the workshop was to address the TIPPSS elements of
loT - Trust, Identity, Privacy, Protection, Safety, and Security - in the
context of dynamic environments such as connected healthcare,
intelligent highways, and connected vehicles.

The 2016 workshop was patrtially funded by NSF #1623931 - End-to-End Trust and Security for the Internet of Things Workshop.



We must secure connected devices & data while enabling
interoperability to protect humans, systems and institutions

Top concerns: “They' ing totre to hack biG
, ey re going to try to hac KP,
-Connected healthcare devices and data everything,” warns Florence

Connected hospitals, campuses, cities, vehicles Hudson of IBM. “I am most Se"umy
worried about security in ot

Clinical,|scientific and research device and data integrity healthcare, in cars and moving anj [ne |0'|'
vehicles and in critical

Protection needed regarding: .
*Device, hardware, software, service hacks A BCJSVSIBm

*Physical health and safety risk “Security really needs to be designed into loT
solutions right at the start.

*Financial risk, reputational harm You need to think about it at the hardware level,

Data theft, data integrity, loss of privacy the firmware level, the software level and the
service level. And you need to continuously

*Defense in depth — Hardware, firmware, software, service monitor it and stay ahead of the threat.”
- Florence Hudson, IBM Vice President, 2015

Need to evolve policy and culture.

Source: hitps://assets. kpma/content/dam/kpma/pdf/2015/12/security-and-the-iot-ecosystem. pdf




TIPPSS is the new Cybersecurity Paradigm -
Trust, ldentity, Privacy, Protection, Safety, Security

* Trust: Allow only designated people/services
to have device or data access

Identity: Validate the identity of people,
services, and “things”

Privacy: Ensure device, personal, and
sensitive data is kept private

* Protection: Protect devices and users from
harm — physical, digital, financial, reputation
Safety: Provide safety for devices,
Infrastructure and people

« Security: Maintain security of data, devices,
people, etc.




IEEE Pre-standards effort - TIPPSS framework for
Clinical loT Data and Device Interoperability — 2018-2019

Precision Advanced Artificial Intelligence / Edge Health Real time medical device

API, SDKs

Ledger Technology Mgmt Lineage History engine Algorithms

Connection Device Connect & Device Access Local Trusted Data API
Layer Handshake Mgmt control Gateway Commands Validation (FHIR)
Data Ingest & Data Model Data Transformation Streamin Consent Data Batch
Management - 9 Validation

Data Sources & Targets — Clinical loT — includes wearables, implantables, extemnal and environmental sensors, actuators, devices that create
on chain and off chain data used in clinical decisions, by humans, M2M, H2M, M2H

i : Social determinants of
Unstructured

IEEE SA - Pre-Standards Workstream Report: Clinical loT Data Validation and Interoperability with Blockchain, © 2019
Available at https://ieeexplore.ieee.orqg/document/8764088

Security, Encryption, Federated Identity Management, Key
Management, User Management, Authentication, Privacy, Compliance,

Governance for hardware, firmware, software, applications, services




IEEE 2933™.2024 Standard for Clinical (loT)
Data & Device Interoperability with TIPPSS

This standard establishes the framework with TIPPSS principles (Trust, Identity, Privacy, Protection,
Safety, Security) for Clinical Internet of Things (loT) data and device validation and interoperability.
This includes wearable clinical loT and interoperability with healthcare systems including Electronic
Health Records (EHR), Electronic Medical Records (EMR), other clinical loT devices, in-hospital
devices, and future devices and connected healthcare systems.

- Working Group Launched 2019

- 300+ WG members from 33 countries, 6 continents

- Standard published by IEEE and UL 30 September 2024
- Awarded the 2024 IEEE Emerging Technology Award

- Developing TIPPSS Maturity Model

- New IEEE TIPPSS Roadmap Task Group - join the team!

Join IEEE TIPPSS task group via google form: https://nebigdatahub.org/tippss/
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Trust and ldentity

Device Trust and ldentity across multiple levels:
Device development and manufacturing
Design lifecycle & management

Macro view

Inter-device and cross-systems trust | Clinical
System

Interactions between environments

Decentralized environments

Device-to-human interaction (e.g., support e Micro view

technician, clinical operator, or patient)

Embraces the Zero Trust Architecture approach




Trust and ldentity

Macro View

« User-managed software

« Trust and Identity layers

« |dentity

» Authentication

« Context

» Authorization

» Audit/accounting

* Onboarding

» Practices & processes

» Device identities

» Secret material protection
« System management
 Tokens

* De-provisioning

Micro View

» Discrete Components
* Sub-assemblies

» Device software

* Finished product

* Device reqgistry

 Decommissioning
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Privacy Elements

Data Protection
Framewoarks (HIPAA,
GDPR, ..)

Context (eg., CloT
interoperability)

Data Lifecycle (data
gathering, sharing,
processing, and
retention)

Adaptive Privacy
Solutions to mitigate
future risks

13



Protection

* Protect the device, data, environment,
and humans from harm.

« Support functional features:
authentication,
access control,

Patients' private network

secure and trusted pairing,
2V e PAN/WAN LAN / WAN
secure communication, ‘l>

Gateway Cloud Services

updates,

tamper-proofing,

resilience and fail-safe,

event detection,

backup and restore, decommissioning.




« Maintain device and system safety, effectiveness, reliability, and security

» Consideration of direct and indirect patient safety impact:
* Disruption of clinical data flows
Disruption of patient engagement
Inability to use clinical devices
Address risks due to regulatory constraints
Unavailability of supporting systems (central monitoring, interpretation, analysis, prescription, etc.)

» Operational impacts that can compromise safety:
* Environmental disruption

+ Workflow and business disruption
* Loss of sensitive data or intellectual property
« Compromise of user or network credentials




Security Practices

Applicable across People, Processes, and Technology

Premarket

Device-Related

Meet a Security Baseline
Risk-based approach
Secure Development Lifecycle (SDLC)
Secure eng. practices & principles
Risk and controls traceability
Secure device ecosystem

Communicate Securely
Assure C-I-A of sensitive data
Protect data in transit
Design secure API
Secure end-to-end communication
Assure identity, trust, and authenticity

Maintain the Security Baseline
* Design for security, resilience, and
maintainability
» Postmarket surveillance
* Vulnerability management
» Updates and maintenance

Communicate about Security
» Query security properties
 Assert security status
 Security ecosystem integration
» Event, error, and exception handling
 Security documentation and updates

Interoperability-Related

Postmarket
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Security Implementation

Applicable across People, Processes, and Technology

Device-Related

Meet a Security Baseline Maintain the Security Baseline
Security by design (e.g., hardening) » Supply chain risk management
Exposure minimization * Vulnerability mgmt. and communication
Security tools and technologies » Updates and patches
Supporting documentation (SBOM, risk « EOL management and communication
traceability, use instructions, etc.)

Premarket

Communicate Securely Communicate about Security
Encryption best practices * Device / software version transparency
End-to-end encryption  Security event detection & logging
Secure provisioning and go-live  Security ecosystem integration
Avoid deprecated protocols  Forensic and audit support
Key and algorithm lifecycle mgmt

Interoperability-Related

Postmarket

17



TIPPSS Reference Architecture Example

Services Quality &

Integration/Reconciliation Context _ SyStem enV| ronment

of TIPPSS (SQIRT)
Layer

Technology — the physical and virtual devices

Application Services — supports the HWS and EUS

End-User Services
(EUS) Layer

HWS — captures and communicates patient information

Healthcare Workflow
Services (HWS) Layer

EUS — services to end-users

12A ] anpPapyuy uoijewojul
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Application Services

Layer SQIRT - routes the data and monitors quality

Technology

Layer |IA — guides all data operations and interoperability

contes Governance — includes standards, policies, guidelines, etc.

Layer




Extending the IEEE 2933™-2024 TIPPSS

Standard to all Cyber-physical Systems

6.Maintaining 1.Initiating the

TIPPSS Roadmap Task Group Launched to create new

the Standard Project Standards opportunities:

5.Gaining Final 2.Mobilizing the

Approval Working Group ()

4.Balloting the t. 3.Drafting the

Standard Standard

Al-Based Coaching for Healthcare with TIPPSS
Remote Subject Monitoring for Clinical Trials
Scientific research facilities

Digital Twins -> Virtual Human Twins
Distributed Energy Resources / Smart Grid
Connected Vehicles

Smart Cities

Cyberinfrastructure ...

Join us! https://nebigdatahub.orqg/tippss/
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Case Study: The Electron-lon Collider (EIC)

Especially because of the scale of
our planned Al/ML ecosystem and
the risks posed by our long timelines,
the Electron-lon Collider (EIC) has
taken a lead in engineering safety

- - U.S. DEPARTMENT ffice of
y) Drookhaven  jefferson Lab (@) o/ENERGY | Sienes:

National Laboratory

-

TIPPSS fdr navigating a changing

and security into Al/ML ecosystems - cybersecurity landscape at the Electron-lon
Collider and other scientific research facilities.

for scientific research facilities.
At ICALEPCS'25, we presented

the use of the TIPPSS framework Linh Nguyen
for scientific research facilities, Al/ML Coordinator & Engineer, Electron-lon Collider
using the EIC's planned Al/ML Florence Hudson
Executive Director, Northeast Big Data Innovation Hub,at Columbia University
ecosystem as a case study. " Chair of the IEEE TIPPSS Roadmap Task Group&_" (-~
Regular TIPPSS-based assessments caipce Additional co-authiser’~ \
will allow us to proceed in designing September 24,2025  Kyle Kulmatycski &Qim amikowali
a safe and secure infrastructure, and Electron-lon Collider "~
robust trust and identity architecture,

while we await our official Al-specific

guidelin.es and while the safeguards Paper is currently available as part of the pre-press proceedings:
are easiest and cheapest to https://epics.anl.gov/icalepcs-2025/pdf/WEBG004.pdf

implement. DOI: 10.18429/JACoW-ICALEPCS2025-WEBG004

Electron-lon Collider VOLDA 2025 Linh Nguyen
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The Electron-lon Collider (EIC)

« The EIC is being built at Brookhaven National Laboratory
(BNL) in partnership with Jefferson Lab and other
domestic and international partners.

« Construction is scheduled to begin next year,
following the end of the Relativistic Heavy lon
Collider (RHIC) program. Operations is scheduled to
begin around 2035.

« Given that it is still in the design phase, the EIC uniquely
presents an entire AI/ML lifecycle for a large-scale
scientific research facility. As such, it could uniquely
explore and exploit the possibilities of Al/ML for science
by having “Al readiness” deliberately incorporated into its
design.

This creates a tremendous opportunity for all of

us, and we are actively planning and strategizing
about how to make the most of it...

HSR 41 GeV
Bypass

Electron Storage
Ring (ESR)

EIC

| Beam Accumulator
Ring

\ HSR 24 GeV
L, “Warm™ Injection Line

Electron-lon Collider VOLDA 2025

Linh Nguyen
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Planned AI/ML Infrastructure & Capabilities

A unified vision of the EIC | H ]

as a large-scale “Al-ready”

state-of-the-art facility with g ; Eastiferance Less time-

specific core Al/ML /... 3 AlML (sensytlvel.AItl.ML
agugs . e.g., visualizations,

capabilities was created to p—— o

guide decisions regarding Device/instrument i System

. | (e.g., BPM, cavity,

infrastructure and NI magnet supply) RS ' - -

architectures. These A N\  —— e — s il

capabilities are called: j I > (ie., model updating)

- Edge el STORAGE
« End-to-End

Raw data (outbound stamped | FRCATGrconpresson, e Dl
with Common Platform Timing) '
+ Bottom-Up

Data with metadata (digital thread) ADAPTIVE "

Online

Other deSign concerns: ‘ ‘ Peripheral systems not otherwise
part of Controls System
* Flexibility I AIML MODE‘-S] * If applicable

* Integration & deployment

Detector DAQs
Bunch-crossing-

to-CP-timestamp
conversion

Controls
System

« 24/7 Operations & call-in
support

Electron-lon Collider VOLDA 2025 Linh Nguyen




Planned Al/ML Infrastructure & Capabilities

ecosystem are likely to be released (and then
possibly revised) over the coming years. Meanwhile,

EIC design, construction, commissioning, and
operations must proceed...

Al/ML MODELS * If applicable

Electron-lon Collider VOLDA 2025 Linh Nguyen

*f  Problem: Cybersecurity standards, regulations, and
guidance affecting the EIC’s planned Al/ML
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Some key points from the presentation/paper

TRUST
» AI/ML layers will be treated as though they are not there when it comes to
ownership and responsibility—regardless of the origin of the model. Trusted Safety (personnel protection) envelope
humans confer some of their trusted status to AI/ML models/agents. Machine protection system (MPS) envelope
+ A deployed model or agent must be elevated to the status of a “trusted service”. Application leyer
» Under no circumstances will Al/ML models or agents be given elevated Device limits

Internal model guardrails
Edge Internal model guardrails

privileges. Instead, they operate within the safety and security envelope
established by trusted humans with elevated privileges.
IDENTITY

» Access to operational model parameters should be restricted to prevent misuse
of that information (e.g., for crafting highly effective adversarial attacks).

« Al/ML-generated commands and requests should always be logged and fully N
transparent to users, with unique identifiers and version control. ChOR0s VAN 0N She TRACKInS

S (I  PRIvACY

% AUML HPC
model % AUML

model Increasingly
more elevated

privileges
required to
change

J

= model * No pipelines can exist that bypass the controls related to physics data management plans.

» For agentic operations, safeguards should exist to account for Pll and other sensitive
information inadvertently entering electronic logbooks, etc.

Paper is currently available as part of the pre-press proceedings:

https://epics.anl.gov/icalepcs-2025/pdf/ WEBG004.pdf
” AUML modeliagent DOI: 10.18429/JACoW-ICALEPCS2025-WEBG004

(aka “Al Operator”)

wajsAg sjos3uon

[

Electron-lon Collider VOLDA 2025 Linh Nguyen
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Some key points from the presentation/paper

PROTECTION

* Our normal machine protection system (MPS) procedures and processes Safety (personnel protection) envelope
already cover misbehaving Al/ML as "human error", but redundancy will be . .
required on the Al/ML side because MPS trips never come for free. Machine protection system (MPS) envelope
» Automatic deactivation in response to unexpected or out-of-design conditions, Application layer
followed by an alert with diagnostic information to an expert, should be T Device limits
leveraged whenever possible to safeguard against unusual Al/ML behavior. Ef,:e' “ Internal model guardrails
SAFETY mode 350 amu Bl
 Under no circumstances will an Al/ML model or agent be allowed to affect a i morgglevagt:d
safety system. Human safety is the strongest, most encompassing rg::'i';!:;
envelope (see diagram at right). change
A
High
Normal skinals Q;__ ;_p AlML Change value on the machine
o | s f O@AED S35 SECURITY
“0® e * The machine must always be able to work without AlI/ML in case an Al/ML model or agent
o =25 magnet. [ must be disconnected for troubleshooting or in response to a cybersecurity threat.
Ss E— 3
) o \ooon J \oae® ) Electon
e Paper is currently available as part of the pre-press proceedings:
- Y Q0 2 5
. e lm ST . https://epics.anl.gov/icalepcs-2025/pdf/WEBG004.pdf
el o DOI: 10.18429/JACoOW-ICALEPCS2025-WEBG004

"o ( Elect \ ( SRF \ iz
\ "e;"r‘en Booster magne? .
. Work supported by Brookhaven Science Associates, LLC under Contract
- W | I No. DE-SC0012704 with the U.S. Department of Energy.

Photo-
cathode

Electron-lon Collider VOLDA 2025 Linh Nguyen
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Publications to learn more about TIPPSS

https://fdhint.com/writing
Florence D. Hudson Editor
Women Securing
: the Future
groatlng, Analysing and | | - Y g W|th TlPPSS
ustaining Smarter Cities ; : 1
A Systems Perspective - —’ for ConnECtEd
Wearables ‘ Healthcare
and Medical T ST A
Interoperability: The £ Springer

Enabling Trust and Evolving Frontier
Security

kPG

Securty Ry e i | L Chapter b
andtheloT ‘ e gy Women P .

" e oo : Hannah Short,

B00SyStem S Il Sccuringthe  cERN - «security
el SN, nggeé\?”t“ for Science: How

'O "one Thing Leads

Trust, Identity, Privacy, Protection,

Safety, Security for the Internet of 7
T;'ﬁgyg ecurity for the Intemet o to Another

; Springer

ccccccccc

Florence D. Hudson Editor

Sources: "Enabling Trust and Security: TIPPSS for IoT”, IEEE IT Professional 2018; https.//www.computer.org/csdl/magazine/it/2018/02/mit2018020015/13rRUXDItiT
“Wearables and Medical Interoperability: The Evolving Frontier”, IEEE Computer 2018, ©2018 IEEE, https.//ieeexplore.ieee.org/document/8481273

Hannah Short’s Chapter: https://link.springer.com/chapter/10.1007/978-3-030-157056-0 7 26
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Thank You

Florence Hudson Linh Nguyen

Executive Director, Northeast Big Data Innovation Hub  Al/ML Coordinator & Engineer, Electron-lon Collider //
Columbia University

, _ _ iy - Laser Engineer, Collider-Accelerator Department //
Vice-Chair, IEEE Engineering in Medicine and

Biology Society (EMBS) Standards Committee S Bokhavag NLEJ]tSI?Anal Laboratory

florence.hudson@columbia.edu
https://fdhint.com
https://www.linkedin.com/in/florencehudson/

Join the TIPPSS Roadmap Task Group https://nebigdatahub.org/tippss/

TIPPSS presentations include “TIPPSS for navigating a changing cybersecurity landscape at the Electron-lon Collider and other scientific
research facilities" in collaboration with Brookhaven National Laboratory at the 20th International Conference on Accelerator and Large
Experimental Physics Control Systems (ICALEPCS 2025) September 20-26, 2025 in Chicago, bringing the TIPPSS discussion to research
infrastructure and the IT systems that support it. Find more TIPPSS presentations here:
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