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• The challenge: Providing end to end trust and security for cyber-physical and operational 
technology (OT) systems, from clinical systems to research infrastructure and energy grid.

• The standard: An IEEE effort was begun in 2016 to tackle that challenge, resulting in the 
publication of the first IEEE/UL TIPPSS standard (IEEE/UL 2933TM-2024) and the awarding 
of the 2024 IEEE Standards Association Emerging Technology Award to the working group.  

• The goal of the TIPPSS standard: Improve Trust, Identity, Privacy, Protection, Safety and  
Security (TIPPSS) for cyber-physical systems, starting with Clinical Internet of Things and 
expanding to research infrastructure, distributed energy grid resources, and more. 

• TIPPSS is envisioned to be a family of standards.

Context: TIPPSS to Improve Trust, Identity, Privacy, Protection, 
Safety and Security for Cyberphysical Systems
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http://nebigdatahub.org/about/
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• The NEBDHub is a Community convener, collaboration hub, and catalyst 
for data science awareness, education and innovation.

• The Hub Community includes 27,263 individuals at 2,133+ academic, 
industry, nonprofit &  government institutions as of 30 September 2025. 

• The Hub’s following four focus areas guide our work:

Northeast Big Data Innovation Hub

Funded by NSF #1550284, 

1748395, 1916585, 2028999, 

2139391, 2333532;

National Institutes of Health 

(NIH);

US Department of 

Transportation Federal 

Highway Administration; 

Defense Advanced Research 

Projects Agency (DARPA)

http://nebigdatahub.org/about
http://nebigdatahub.org/about/#priority-areas


Advanced technologies enable digital transformation 
… and can increase RISK
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End-to-end trust and security for IoT was discussed at the Cisco 
IoT World Forum Steering Committee in 2015

2015 Cisco IoT World Forum Steering Committee 2016 Internet of Things Expo 2016 (IoTX), Dubai
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IEEE Trust & Security workshop for the Internet of Things 
brought the community together around TIPPSS in 2016

IEEE 2016 Trust & Security Workshop for IoT in Washington, DC 
included presentations by leaders in academia, industry, non-profits, 
technical organizations, consortiums, and government.

Participants included: IEEE, US National Science Foundation, 
Department of Energy (DOE), Pacific Northwest National Lab (PNNL), 
National Renewable Energy Research Lab (NREL), MITRE, The 
Internet Society, 14 Universities, The Aerospace Corporation, 
Kaspersky, Industrial Internet Consortium, Internet2.

The focus of the workshop was to address the TIPPSS elements of 
IoT - Trust, Identity, Privacy, Protection, Safety, and Security - in the 
context of dynamic environments such as connected healthcare, 
intelligent highways, and connected vehicles.

The 2016 workshop was partially funded by NSF #1623931 - End-to-End Trust and Security for the Internet of Things Workshop. 6



We must secure connected devices & data while enabling 
interoperability to protect humans, systems and institutions
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TIPPSS is the new Cybersecurity Paradigm - 
Trust, Identity, Privacy, Protection, Safety, Security
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IEEE Pre-standards effort - TIPPSS framework for 
Clinical IoT Data and Device Interoperability – 2018-2019
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IEEE 2933TM-2024 Standard for Clinical (IoT)
 Data & Device Interoperability with TIPPSS

This standard establishes the framework with TIPPSS principles (Trust, Identity, Privacy, Protection, 
Safety, Security) for Clinical Internet of Things (IoT) data and device validation and interoperability. 
This includes wearable clinical IoT and interoperability with healthcare systems including Electronic 
Health Records (EHR), Electronic Medical Records (EMR), other clinical IoT devices, in-hospital 
devices, and future devices and connected healthcare systems.

- Working Group Launched 2019

- 300+ WG members from 33 countries, 6 continents 

- Standard published by IEEE and UL 30 September 2024

- Awarded the 2024 IEEE Emerging Technology Award

- Developing TIPPSS Maturity Model

- New IEEE TIPPSS Roadmap Task Group - join the team!

Join IEEE TIPPSS task group via google form: https://nebigdatahub.org/tippss/
10

https://nebigdatahub.org/tippss/


Trust and Identity
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Macro View
• User-managed software

• Trust and Identity layers
• Identity
• Authentication
• Context
• Authorization
• Audit/accounting

• Onboarding
• Practices & processes
• Device identities
• Secret material protection
• System management
• Tokens
• De-provisioning

Micro View
• Discrete Components

• Sub-assemblies

• Device software

• Finished product

• Device registry

• Decommissioning

12
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Privacy Elements
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Protection
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Safety



Security Practices
Applicable across People, Processes, and Technology

Meet a Security Baseline
• Risk-based approach
• Secure Development Lifecycle (SDLC)
• Secure eng. practices & principles
• Risk and controls traceability
• Secure device ecosystem

Maintain the Security Baseline
• Design for security, resilience, and 

maintainability
• Postmarket surveillance
• Vulnerability management
• Updates and maintenance

Communicate Securely
• Assure C-I-A of sensitive data
• Protect data in transit
• Design secure API
• Secure end-to-end communication
• Assure identity, trust, and authenticity

Communicate about Security
• Query security properties
• Assert security status
• Security ecosystem integration 
• Event, error, and exception handling
• Security documentation and updates
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Interoperability-Related
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Meet a Security Baseline
• Security by design (e.g., hardening)
• Exposure minimization
• Security tools and technologies
• Supporting documentation (SBOM, risk 

traceability, use instructions, etc.) 

Maintain the Security Baseline
• Supply chain risk management
• Vulnerability mgmt. and communication
• Updates and patches
• EOL management and communication

Communicate Securely
• Encryption best practices
• End-to-end encryption
• Secure provisioning and go-live
• Avoid deprecated protocols
• Key and algorithm lifecycle mgmt

Communicate about Security
• Device / software version transparency
• Security event detection & logging
• Security ecosystem integration
• Forensic and audit support

Security Implementation
Applicable across People, Processes, and Technology
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TIPPSS Reference Architecture Example



Extending the IEEE 2933TM-2024 TIPPSS 
Standard to all Cyber-physical Systems 

TIPPSS Roadmap Task Group Launched to create new 
standards opportunities:
● AI-Based Coaching for Healthcare with TIPPSS
● Remote Subject Monitoring for Clinical Trials
● Scientific research facilities
● Digital Twins -> Virtual Human Twins
● Distributed Energy Resources / Smart Grid
● Connected Vehicles 
● Smart Cities
● Cyberinfrastructure …

Join us! https://nebigdatahub.org/tippss/
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LINH SLIDES HERE

2020



21
21



22
22



23
23



24
24



25
25



Publications to learn more about TIPPSS
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https://fdhint.com/writing

Sources: ”Enabling Trust and Security: TIPPSS for IoT”, IEEE IT Professional 2018; https://www.computer.org/csdl/magazine/it/2018/02/mit2018020015/13rRUxDItjT
“Wearables and Medical Interoperability: The Evolving Frontier”, IEEE Computer 2018, ©2018 IEEE, https://ieeexplore.ieee.org/document/8481273 

Hannah Short’s Chapter: https://link.springer.com/chapter/10.1007/978-3-030-15705-0_7 26

Chapter by 
Hannah Short, 
CERN - “Security 
for Science: How 
One Thing Leads 
to Another”

https://fdhint.com/writing
https://www.computer.org/csdl/magazine/it/2018/02/mit2018020015/13rRUxDItjT
https://ieeexplore.ieee.org/document/8481273


Thank You

Florence Hudson

Executive Director, Northeast Big Data Innovation Hub 
Columbia University

Vice-Chair, IEEE Engineering in Medicine and 
Biology Society (EMBS) Standards Committee

florence.hudson@columbia.edu
https://fdhint.com  

https://www.linkedin.com/in/florencehudson/

Join the TIPPSS Roadmap Task Group

TIPPSS presentations include “TIPPSS for navigating a changing cybersecurity landscape at the Electron-Ion Collider and other scientific 
research facilities" in collaboration with Brookhaven National Laboratory at the 20th International Conference on Accelerator and Large 
Experimental Physics Control Systems (ICALEPCS 2025) September 20-26, 2025 in Chicago, bringing the TIPPSS discussion to research 
infrastructure and the IT systems that support it. Find more TIPPSS presentations here: https://fdhint.com/speaking 

https://nebigdatahub.org/tippss/ 
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